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1 DETAILED ACTION 

2 

3 This action is in response to the communication filed on 5/30/07. 

4 All objections and rejections not set forth below have been withdrawn. 

5 Claims 18-32, 34-38 are pending. 
6 

7 

8 Claim Rejections - 35 USC § 103 

9 

10 The following is a quotation of 35 U.S.C. 103(a) which forms the basis for all 

1 1 obviousness rejections set forth in this Office action: 

12 (a) A patent may not be obtained though the invention is not identically disclosed or described as set 

1 3 forth in section 1 02 of this title, if the differences between the subject matter sought to be patented and 

1 4 the prior art are such that the subject matter as a whole would have been obvious at the time the 

1 5 invention was made to a person having ordinary skill in the art to which said subject matter pertains. 

1 6 Patentability shall not be negatived by the manner in which the invention was made. 
17 

18 Claim 18 - 32, 34 - 38 are rejected under 35 U.S.C. 103(a) as being 



1 9 unpatentable over Aucsmith, "Tamper Resistant Software: An Implementation", in 

20 view of Chaiken et a!., "Translation and Transformation of Heterogeneous 

21 Programs", U.S. Patent, 6,802,056. 

22 

23 Regarding claim 18, Aucsmith discloses inserting software procedures within an 

24 software executable (Aucsmith, pg. 321, "Integrity Verification Kernel, par. 1; pg. 325, 

25 "Integrity Verification Kernel Creation", par. 1-3). Aucsmith, however, does not appear 

26 to disclose specific methods for program instrumentation. Namely, Aucsmith does not 
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1 appear to disclose marking a plurality of locations within the executable program file by 

2 placing a plurality of flags at said locations. 

3 Chaiken discloses methods used to instrument a program. Specifically, Chaiken 

4 discloses analyzing an executable and determining the locations for inserting additional 

5 software procedures (Chaiken, fig. 2A). The method comprises inserting flags at a 

6 plurality of locations to mark where the additional software procedures will be added 

7 (fig. 2A:204; 11:27-37; 12:46-67). 

8 It would have been obvious to one of ordinary skill in the art to utilize the known 

9 methods of instrumenting a program, such as disclosed by Chaiken, within the system 

10 of Aucsmith for adding software procedures to an executable. This would have been 

1 1 obvious because one of ordinary skill in the art would have been motivated by the 

12 practical need to specifically determine the locations where software procedures can be 

13 added to an executable. 



1 4 The combination enables 

1 5 (b) arming the executable program file, thereby producing the secured program 

1 6 file by including a plurality of software procedures at said locations wherein each said 

1 7 software procedure performs at least one linked portion of the securing (Aucsmith , pg . 

18 pg. 325, "Integrity Verification Kernel Creation", par. 1-3); 

1 9 (c) storing the secured program file in a storage medium operatively attached to 

20 a computer, wherein executing in a computer said secured program file, said software 

21 procedures are run solely upon reaching said respective locations (Aucsmith, pg. 328, 

22 par. 4-6). 
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1 

2 Regarding claim 19, the combination enables: 

3 wherein the securing includes using a key from at least one of said software 

4 procedures to decrypt at least one other of said software procedures (Aucsmith , pg . 

5 320, par. 4; pg. 321-322: '"...five defenses..."; pg. 322, par. 1-3). 
6 

7 Regarding claim 20, the combination enables: 

8 wherein said executing includes self-decrypting said modified executable 

9 program file and secured digital content accessible by said executable program file 
10 (Aucsmith, pg. 320, "...four principles...; pg. 321-322: "...five defenses..."). 

11 

12 Regarding claim 21 , the combination enables: 

1 3 wherein said arming includes storing in at least one of said software procedures 

14 at least a reference to a key, wherein said key is required for accessing another of said 

15 software procedures (Aucsmith, pg. 321-322: "...five defenses..."). 
16 

17 Regarding claim 22, The combination enables: 

1 8 wherein said designating is performed by an owner of digital content accessible 

1 9 by said executable program file (Aucsmith, pg. pg. 325, "Integrity Verification Kernel 

20 Creation"). 
21 

22 Regarding claim 23, The combination enables: 
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1 



(e) verifying an authentication key accessible over the Internet (Aucsmith, pg. 



2 320, par. 2,3;pg. 327, par. 4; pg. 332, par. 1 - an arrangement of bits, such as a key, is 

3 inherently capable of transport by a medium, such as the Internet. The descriptive 

4 language, being "accessible" or "able to be accessed", clearly is applicable to any 

5 arrangement of bits, as bits can be transmitted and received over the Internet. 

6 Furthermore, describing bits as capable of being transmitted does not further limit 

7 structure and require that bits be transmitted). 
8 

9 Regarding claim 24, the combination enables: 

10 (e) upon said executing, accessing secured digital content stored on a digital 

1 1 medium, wherein at least one key required for said accessing is stored on said digital 

12 medium (Aucsmith, pg. 321, "Architecture"; pg. 322, #4 - Aucsmith discloses accessing 

1 3 "secured digital content", upon the execution of the program, the accessing of the 

14 content depending upon at least one key). 



15 



16 



Regarding claim 25, the combination enables: 



17 



wherein said at least one key is required to decrypt said secured digital content 



18 



(Aucsmith, pg. 322, par. 1-3). 



19 



20 



Regarding claim 26, the combination enables: 
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1 wherein said at least one key is stored on said storage medium (Aucsmith, pg. 

2 325, par. 6-8 - herein the combination discloses that at least one key accompanies the 

3 installed program). 
4 

5 Regarding claim 27, the combination enables: 

6 wherein said at least one key has at least one address stored solely in at least 

7 one of said software procedures (Aucsmith, pg. 321 , "Integrity Verification Kernel, #2). 
8 

9 Regarding claim 28, the combination enables discloses: 

1 0 wherein said at least one key is provided by an address conversion module 

1 1 stored on said digital medium (Aucsmith, pg. 330, #2; pg. 331 , #5, par. 1 ; pg. 332, par. 

12 1). 
13 

14 Regarding claim 29, the combination enables: 

1 5 wherein at least one of said software procedures is encrypted using at least one 

16 key (Aucsmith, pg. 322, par. 1-3). 
17 

18 Regarding claim 30, the combination enables: 

1 9 wherein at least one of said software procedures receives at least a portion of a 

20 key from at least one other of said software procedures (Aucsmith, pg. 322, par. 1-3). 
21 

22 Regarding claim 31, the combination enables: 
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1 wherein a key is determined by selectably either a specific location within said 

2 software procedure or a calculation based on the software procedure, further 

3 comprising the step of: (d) accessing another said software procedure using said key 

4 (Aucsmith, pg. 322, par. 1-3). 
5 

6 Regarding claim 32, the combination enables: 

7 wherein said software procedures are concealed within the executable program 

8 file (pg. 322, #4; pg. 322, "Technology Extensions"). 
9 

10 Regarding claim 34, the combination enables: 

1 1 wherein portions of said executable program file are occluded by said software 

12 procedures (pg. 322, #4; pg. 322, "Technology Extensions"). 
13 

14 Regarding claim 35, the combination enables: 

1 5 the storage medium which stores the secured program file produced according to 

16 the method of claim 18 (Aucsmith, pg. 325, par. 6-8). 
17 

18 Regarding claim 36, the combination enables: 

1 9 the storage medium storing secured digital content accessible by the secured 

20 program file produced according to the method of claim 18 (Aucsmith, pg. 325, par. 6- 

21 8). 
22 
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1 Regarding claims 37 and 38, they are rejected, at least, for the same reasons as 

2 claim 18. 
3 

4 

5 Response to Arguments 

6 

7 Applicant's arguments with respect to the pending claims have been considered 

8 but are moot in view of the new ground(s) of rejection. 
9 

10 

1 1 Conclusion 

12 

1 3 The prior art made of record and not relied upon is considered pertinent to 

14 applicant's disclosure. 
15 

1 6 See Notice of References Cited. 

17 

18 Applicant's amendment necessitated the new ground(s) of rejection presented in 

19 this Office action. Accordingly, THIS ACTION IS MADE FINAL. See MPEP 

20 § 706.07(a). Applicant is reminded of the extension of time policy as set forth in 37 

21 CFR 1.136(a). 
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A shortened statutory period for reply to this final action is set to expire THREE 



2 MONTHS from the mailing date of this action. In the event a first reply is filed within 

3 TWO MONTHS of the mailing date of this final action and the advisory action is not 

4 mailed until after the end of the THREE-MONTH shortened statutory period, then the 

5 shortened statutory period will expire on the date the advisory action is mailed, and any 

6 extension fee pursuant to 37 CFR 1 .1 36(a) will be calculated from the mailing date of 

7 the advisory action. In no event, however, will the statutory period for reply expire later 

8 than SIX MONTHS from the date of this final action. 

9 Any inquiry concerning this communication or earlier communications from the 

1 0 examiner should be directed to Jeffery Williams whose telephone number is (571 ) 272- 

1 1 7965. The examiner can normally be reached on 8:30-5:00. 

12 If attempts to reach the examiner by telephone are unsuccessful, the examiner's 

13 supervisor, Emmanuel Moise can be reached on (571) 272-3865. The fax phone 

14 number for the organization where this application or proceeding is assigned is 571- 

15 273-8300. 




PRIMARY EXAMINER 
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1 Information regarding the status of an application may be obtained from the 

2 Patent Application Information Retrieval (PAIR) system. Status information for 

3 published applications may be obtained from either Private PAIR or Public PAIR. 

4 Status information for unpublished applications is available through Private PAIR only. 

5 For more information about the PAIR system, see http://pair-direct.uspto.gov. Should 

6 you have questions on access to the Private PAIR system, contact the Electronic 

7 Business Center (EBC) at 866-217-9197 (toll-free). If you would like assistance from a 

8 USPTO Customer Service Representative or access to the automated information 

9 system, call 800-786-9199 (IN USA OR CANADA) or 571-272-1000. 
10 

11 

12 J.Williams 

13 AU:2137 

14 w 

15 
16 



